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Risk & Opportunity Management Policy
Policy Statement

1.1 St Helens Borough Council is committed to effective risk management and 
assurance. We understand that we must understand and manage the risks 
that could prevent the Council from achieving its vision, ambitions, and 
priorities.  Risk management is an important governance tool and part of our 
overall management of performance and delivery of objectives.

1.2 As a Council, we are facing significant financial pressures which will require 
us to deliver considerable savings as a result of ongoing austerity and the 
impact of the Covid-19 pandemic. To identify and deliver those savings will 
require us to be innovative and transformational so that we can address our 
budget pressures whilst continuing to provide vital services to our residents 
and communities. 

1.3 This challenging time also presents opportunities to embrace new ways of 
working and service delivery. An effective risk management framework is not 
risk avoidance; it is also about giving us the confidence to embrace the right 
opportunities and help support the Council’s ambitions and commercial 
strategy.

1.4 Risk is unavoidable in a time of change and transformation which is why 
effective risk management is so important as the right framework can help us 
mitigate the uncertainty.  If we have a strong awareness of what our strategic 
risks are then we are better placed to meet our commercial and other 
ambitions by exerting more control to reduce the likelihood of those risks 
materialising or to minimise any associated impact should they occur. 

1.5 The Council’s risks stem from a variety of sources, some of which are out of 
our direct control such as pandemics, environmental disasters, and major 
conflicts. Localised incidents can impact on our communities and services 
and we must respond decisively to changes in Government funding and 
policy. It is vital to have the right structures in place so that we can identify 
and assess all risks and opportunities whether they are external or internal.

1.6 It is also important to have mechanisms that reassure us that the controls we 
have implemented to mitigate our risks are working as intended and doing 
what they are meant to do. Assurance is a key part of risk management as it 
highlights where controls are either missing or are ineffective and enables us 
to identify where additional measures need to be taken. 

1.7 Risk management is an ongoing process and management tool that should 
be embedded within our governance framework. Identifying and assessing 
risks and opportunities is key to us all making balanced and informed 
decisions that promote the objectives of our services and ultimately help us 
deliver the objectives and vision of the Council.

Cath Fogarty, Executive Director of Corporate Services



2.0 Purpose and summary 

2.1 The purpose of this Policy is to outline the Council’s approach to managing 
risk and opportunity to assist the Council in improving its services, using its 
resources efficiently and delivering value for money. The Council recognises 
that effective risk management is an important element of the governance 
framework and contributes to a robust internal control environment.

2.2 The main objectives for maintaining a robust risk management policy 
framework is to establish a consistent and embedded approach to the timely 
identification and mitigation of threats to the Council’s vision and the 
maximisation of suitable opportunities. A framework will promote effective 
decision making and encourage innovation by enabling an awareness of 
associated risks but without being overly risk averse.

2.3 To achieve the Council’s priorities, vision, and values, it is essential that the 
Council manages the range of risks that could obstruct the realisation of that 
vision. Having effective risk management can give the Council confidence to 
pursue suitable opportunities by supporting a balanced and pragmatic 
approach to decision making.   Risk management is not risk avoidance but 
how to assess the level of risk to enable appropriate opportunities to be taken. 

3.0 Definitions 

3.1 Risk and opportunity management is the process used to identify, evaluate, and 
manage the whole range of business risks and opportunities facing an 
organisation. Risk can be defined as the chance of something happening that 
could have an adverse impact on the Council achieving its aims. 

3.2 An opportunity is an event, decision, project, or action that could enhance and 
promote the Council’s ability to deliver its strategic priorities. 

3.3 Effective risk management is about identifying what could go wrong, its 
associated impact and consequences and what actions or measures can be 
taken/implemented to reduce either or both the likelihood and impact. If a risk 
does materialise then effective risk management should minimise the 
associated impact. Risk management facilitates effective decision making 
through a clear awareness of the likely impact associated with risks and 
opportunities.

3.4 A glossary of terms typically associated with risk and opportunity 
management is included at Appendix 1.  The expected benefits associated 
with effective risk management are outlined in Appendix 3.



4. Legislation

4.1 Risk management will help the Council ensure it has a process in place to 
identify and manage the risks of failing to comply with legislation.

5. Scope

5.1 All elected Members, employees (including interim and agency), and partners 
are expected to play a positive role in embedding a culture of effective risk 
management in all activities and decisions.

5.2 All employees should understand the level of risk when balanced against 
opportunity and accept responsibility for managing and mitigating any risks 
associated with their work.

5.3 This framework relates to the identification of risk to Council priorities and 
opportunities and deals with risk at a strategic and directorate level.  There 
are separate risk assessment processes for considering the safety 
implications of an event or decision. 

6. Roles and Responsibilities

6.1 Responsibility for effective risk management runs throughout the Council but 
the identification of roles and responsibilities will increase the likelihood that 
the risk framework is successfully embedded in the Council’s culture. 

6.2 Managers are responsible for implementing effective controls to manage the 
risks that fall within their responsibility and to ensure the efficient application 
of resources to mitigate those risks. Managers are similarly responsible for 
identifying opportunities in their service areas and that such opportunities are 
considered in terms of the risk impact and the Council’s overall risk appetite.

6.3 The management of corporate risks is reported in the Council’s Annual 
Governance Statement. Each directorate contributes to the Annual 
Governance Statement by identifying their significant risks and the required 
mitigation measures.

6.4 Specific responsibilities and roles are outlined in the table below:

Group or 
Individual

Role

Cabinet Understands the importance of risk and opportunity 
management and receives assurance on various risk 
areas through the committee structure.

Elected 
Members

Understands the importance of risk and opportunity 
management and encourages effective risk 
management and mitigation in their roles as councilors.



Group or 
Individual

Role

Portfolio Holder An elected Member who is informed of key risk issues 
and opportunities affecting the objectives and priorities 
within their portfolio.

Audit & 
Governance 
Committee

Oversee and receives assurance on the extent to which 
effective risk and opportunity management is and 
remains embedded across the Council.

Health & Safety 
Forum

Oversees and receives assurance reports on the extent 
to which a robust health and safety risk management 
environment is embedded and complied with across the 
Council.

Executive 
Leadership 
Team (ELT)

Understands and promotes the importance of effective 
risk and opportunity management and receives 
assurance reports from service leads and Audit and 
Risk. Oversees the implementation of the framework 
and agrees the allocation of resources to support the 
framework. ELT provides a leadership and monitoring 
role and reviews the adequacy of the management of 
strategic risks. Ensures that decisions regarding 
opportunities are being taken after consideration of key 
risks. Sets the risk appetite and keeps under review.

Governance 
Group 

An overarching group that covers various governance 
areas including risk management.  This group will 
support ELT in the effective development, 
implementation and reviews the Risk and Opportunity 
Policy and Framework. The Group will monitor the 
implementation of the risk management framework 
across the Council, identifies where assurance is 
required and any areas of overlapping risk. Shares 
good practice across the organisation and highlights 
concerns/opportunities to ELT.

Audit & Risk Facilitates and challenges the risk management 
process. The Risk Management role reviews and 
updates the framework, provides training and advice, 
and facilitates risk and opportunity identification 
workshops. Internal Audit provides independent 
assurance that risks are being managed effectively, 
identifies mitigation gaps, and recommends remedial 
action where necessary.

Insurance Provide advice regarding insurance requirements, 
indemnities and legal liabilities regarding risks. Lead on 
the Council’s risk financing and insurance programme.



Group or 
Individual

Role

Managers Promote the importance of compliance with risk and 
opportunity management processes in their service 
areas and take responsibility for ensuring that staff take 
requisite training. Share relevant information with 
colleagues to facilitate risk identification and 
management and work with colleagues to assist with 
risk mitigation. To identify risks as part of service 
planning as aligned to St Helens Plan.

Employees To liaise with managers to assess areas of risk and 
observe good control practices. Comply with risk 
management processes and undertake recommended 
training. To identify risks as part of service planning as 
aligned to St Helens Plan.

7. Risk and Opportunity Profiling

7.1 The Council will maintain a strategic risk register and a range of other risk 
registers for directorates, projects, and partnerships. Risk profiling is used to 
identify, analyse and control risk.  It considers what could affect the Council’s 
success. This is undertaken to ensure that all key risks are identified so that 
mitigating control measures can be implemented to minimise the chances of 
the risk materialising or its impact if it does. Once risks have been profiled and 
given a residual score, they will be allocated to the appropriate level of risk 
register i.e. strategic or operational.  This will be done in accordance with the 
Council’s risk appetite.

7.2 Opportunities can arise both internally and externally to the Council. An 
internal opportunity could relate to how the Council structures its organisation 
and governance and the technological advancement it makes.  External 
opportunities include a change in legislation or Government guidance, a 
partnership with another council or organisation. When an opportunity has 
been identified, the expected benefits and contributions to the Council should 
be outlined together with an assessment of the probable risks.

8. Risk Appetite and Opportunities

8.1 Risk appetite can be defined as the level of risk that the Council is prepared to 
accept/tolerate in the pursuit of its vision. Depending on its culture and 
circumstances, each organisation will have its own level that it is prepared to 
accept. Various factors can influence the risk appetite including legislation, 
policies, external events, IT systems, aims and objectives. Risk appetite can 
be informed by understanding the existing controls and the expected 
reward/outcome.



8.2 Decisions will be made on the context of the opportunity, the potential gains 
and losses and the extent to which reliance can be placed on information 
regarding the risks and expected outcomes. The Council acknowledges that 
some risks and opportunities must be taken if the Council is to transform its 
structure and services. 

8.3 The Council does not seek to avoid all risk but to take decisions on 
opportunities after exploration of the known facts, risks, benefits and other 
considerations.  The Council’s approach to risk taking will be managed within 
the risk management policy, framework, and process. Opportunities involving 
higher levels of risk will only be taken where there is a thorough 
understanding of the exposures involved and the potential benefits and will be 
subject to mitigation measures and the appropriate authorisation.

8.4 The diverse range of the Council’s activities means that it is not pragmatic to 
define one generic risk appetite when that appetite could vary depending on 
the area and the expected outcome. The following areas should form part of 
the consideration:

 Compliance and regulation – the Council wishes to minimise exposure 
to compliance and reputational risk and therefore risks and 
opportunities should be considered against the threat of legal penalties 
and negative publicity.

 Financial – the Council is operating in an environment of significant 
financial pressures and is required to set a balanced revenue budget 
each year. Financial risks must therefore be assessed according to 
any associated impact on the need for compliance with the Council’s 
own reserves and treasury management policies in addition to the 
likelihood of external audit concern. Reference should also be made to 
the Council’s commercial strategy when assessing appetite.

 Reputation – as a public service, the Council has a low appetite for 
risk to its reputation or negative publicity.

 Transformation – the Council is set to transform its structure and 
services and operates in a continually changing environment. The 
Council welcomes innovative and creative service models and is 
willing to accept a higher risk appetite if the expected benefits and 
risks have been carefully considered and mitigated where possible. 
Reference should also be made to the Council’s commercial strategy 
when assessing appetite.

 Regeneration – as the Council seeks opportunities to regenerate the 
Borough, it is prepared to accept a higher risk appetite in return for the 
expected benefits to its communities. Again, all benefits and potential 
impacts must have been carefully assessed with mitigation measures 
implemented where practicable.



 People – employees are critical to the Council’s success and the most 
important asset therefore there is a low risk appetite for anything that 
could be harmful to employee welfare (please refer to the Health & 
Safety Policy).  

9. Risk Management Process and Methodology

9.1 Risk management is a continuous process comprising identification, 
assessment, response, and reporting. These steps enable the Council to 
understand the nature and scale of its risks, the mitigation controls it already 
has and where proportionate action is required to manage the risk to where 
the Council wants it to be according to the risk appetite. 

9.2 A systematic approach will be applied to identifying all strategic and 
operational risks and opportunities by considering social, political, and cultural 
environment together with the knowledge of the service and the Council’s 
objectives. 

9.3 For each risk identified, a risk register template – Appendix 4 - should be 
completed by the relevant risk owner.  The template describes the risk, the 
risk owner, the current controls, the residual score, and the actions required to 
achieve the target score.  The Risk and Resilience Manager can assist with 
the completion of the template if required.

9.4 The template should then be provided to the Risk and Resilience Manager 
who will review the template and discuss any areas where further clarification 
or information is required. Once the template has been agreed, it will be 
allocated a reference number and be input to the risk module and allocated to 
the appropriate register.

9.5 DMTs and risk owners will be requested to review and update their registers 
and profiles each quarter and provide an update on the implementation of any 
planned actions. All updates will be reflected within the risk management 
module.

9.6 Update reports on the management of risks will be provided to the Strategic 
Governance Group, to ELT and then to Audit and Governance Committee. 
Any queries or concerns from these forums will be referred to the relevant 
DMT or risk owner.

9.7 The broad process outline for the Council is as follows:



9.8 Project risks should be identified by a project group and a project risk 
developed. Similarly, a partnership should identify and agree a partnership 
risk register.

9.9 Where Members and officers are asked to make decisions, they should be 
advised of the associated risks.  Committee reports include a section to 
record that risks have been considered and addressed.

9.10 Risks are assessed according to the likelihood of the risk occurring and the 
potential impact if it did materialise. A 5 by 5 scoring mechanism for 
probability and impact is applied as below.

IMPACTLIKELIHOOD
Insignificant Minor Moderate Major Catastrophic

Almost 
Certain

5 10 15 20 25

Likely 4 8 12 16 20

Possible 3 6 9 12 15



Unlikely 2 4 6 8 10

Rare/zero 1 2 3 4 5

9.11 The Strategic Risk Register is reviewed on a quarterly basis by Executive 
Leadership Team. Progress to manage strategic risks is reported to the 
Governance Committee on a regular basis. Directorate Operational Risk 
Registers will be reviewed on a quarterly basis.

9.12 When reviewed, all risk registers should be updated to ensure that existing 
mitigation measures are accurate and still in place. Progress to deliver 
planned controls should be monitored and any significant delays reported to 
the relevant Risk Governance Forum.

9.13 Executive Directors and Directors are encouraged to utilise their risk registers 
with their management teams to ensure a shared awareness of risks and 
opportunities relating to their services and how these relate to strategic risks.

10. Directorate and Operational Risks

10.1 The risk management framework applies to other levels of risk.  The strategic 
risk register includes the risks that have a more cross cutting relevance 
across the Council, or which are the Council’s biggest threats.  Directorate 
risk registers include risks that are specific to the service areas within that 
directorate, that are managed at directorate level and which could affect the 
success of opportunities and priorities within the directorate.  

10.2 Risks can be identified in a variety of ways including as part of progress 
meetings, DMT discussions or a failing indicator. Warning signs could include 
the need for additional resources, the loss of a key partner/stakeholder or 
missed deadlines. Once a risk has been identified, it should be profiled using 
the template in Appendix 4 which will be available on the Intranet or can be 
obtained from the Audit and Risk Team.

10.3 Directorate risks may be escalated to the strategic register if:
 the nature of the risk is of significant concern to the Council e.g. 

safeguarding.
 if the assessed score suggests the risk is in the red zone of the matrix and 

is therefore more likely to materialise.



 If the gap between residual and target score is such that the planned 
actions are unlikely to close the gap.

10.4 There are risks that relate to specific operational activities and risk 
assessment forms exist to guide the decision making or identification of 
remedial action in those areas.  Examples include:

 Fire risk assessments – the review of the likelihood that a fire could start 
and cause harm to individuals and premises. Fire risk assessments will 
identify where fire safety controls require improvement.

 Health and safety risk assessments – the review of the safety risks 
associated with an activity e.g. school educational excursions, lone 
working, display screen equipment, COSHH (Chemicals or Substances 
Hazardous to Health).

Health and Safety officers provide guidance on when safety related risk 
assessments are required and how to complete them.  Other services may 
develop their own risk assessments related to their activities and the Audit 
and Risk Team can assist in this process where required.

10.5 Risks can exist in all forms of decision making, particularly where decisions 
are made that relate to the safeguarding of children and the vulnerable. The 
Council understands the difficulty for employees who are faced with the need 
to apply their experience and judgement to take decisions that have to be 
made quickly and outside of usual office hours. The risks associated with 
such decisions can be mitigated by implementing clearly defined processes 
that outline the required authorisation, who can be contacted, the factors to be 
considered before reaching a decision and identifying lessons learned that 
can be applied to future situations..  

11. Related Policies & Processes

11.1 Risk is closely aligned to the Council’s business continuity process which 
considers the risks associated with the Council’s ability to continue with 
service provision during a period of disruption.  The Council will ensure that 
risk management processes are applied throughout the business continuity 
lifecycle.

11.2 Effective risk management also links to the Council’s insurance arrangements 
as the materialisation of some risks could cause significant financial loss. Risk 
management will work with colleagues in Insurance to provide assurance that 
the Council’s level of insurance reflects its risk appetite.

11.3 The Internal Audit Service maintains a fraud risk assessment which is 
updated to reflect emerging fraud risks and trends. The fraud risk assessment 
identifies which areas of fraud the Council is most susceptible to and where 
robust controls are required. National fraud risks will be identified and 
assessed in terms of their likelihood and potential impact. Internal control 
systems are aimed at minimising the opportunity for fraud, corruption, and 
bribery. The Council maintains an anti-fraud framework which is reported to 
the Audit & Governance Committee.



12. Risk Assurance Arrangements

12.1 Risk owners should be managing their risks and identifying appropriate 
opportunities as part of their business activities.  Assurance is not a substitute 
for risk owners’ effective management of their risks but it is aimed at providing 
assurance to the Executive Leadership Team, Directorate Management 
Teams and the Audit and Governance Committee that risks are being 
effectively managed and that suitable opportunities are being carefully 
considered.

12.2 Audit and Risk are compiling an assurance map to provide an overview of the 
Council’s different sources of internal and external assurance in relation to the 
strategic risks.  Examples of assurance providers include external audit, 
Ofsted etc. The aim of assurance mapping is to identify any sources of 
information that provide an opinion on the effectiveness of the risk’s mitigation 
measures.

12.3 The internal and external auditors are a key part of the Council’s assurance 
arrangements and report to the Audit and Governance Committee throughout 
the year.   External audit provide an annual opinion as to whether the 
Council’s Financial Statements give a true and fair view of the Council’s 
financial position. Internal Audit completes a programme of assurance work 
that informs their annual opinion on the effectiveness of the Council’s 
governance, risk, and control environment. Internal audit work is based on the 
Council’s strategic risks and priorities.

13. Risk Management in Committee Reports

13.1 A template is in place for officer reports submitted to Cabinet and 
Committees.  The template includes the requirement that risks associated 
with the subject matter have been considered.  Officers should ensure that 
this section is completed and that the consideration is given to how the report 
links to existing strategic risks.

14. Review and Revision Arrangements

14.1 The Policy will be reviewed at least every two years or in response to 
significant organisational or regulatory changes.
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APPENDIX 1 – GLOSSARY OF RISK MANAGEMENT TERMS

Term Description
Annual Governance 
Statement

A document that outlines the Council’s governance 
structure and how that governance ensures its business 
is conducted in accordance with law, regulations and 
proper practices.  The statement forms part of the 
annual Financial Statements audited by the Council’s 
external auditors.

Assessing risks The approach and process used to prioritise and 
determine the likelihood of risks materialising and the 
associated impact on the Council’s aims and objectives.

Consequence The outcome of an event, action or decision.

Contingency An arrangement put in place to minimise the impact of a 
risk should it occur.

Control An action or measure that is implemented to reduce 
either the likelihood of a risk occurring or its impact if it 
does (or both).

Corporate governance The system of rules, practices and processes by which 
the Council is directed and controlled.

Executive Leadership 
Team

The most senior level of the Council’s officers – the 
Chief Executive and Executive Directors. ELT receives 
updates and issues in relation to risk from the 
Governance Group.

Embedding risk 
management

Risk management can be considered as embedded 
when the requirements of the Council’s framework are 
reflected in the activities and decision making of all 
levels of the Council.

Impact The evaluated effect of a risk materialising.

Inherent risk (may also 
be referred to as gross 
or raw)

The natural level of risk that exists prior to doing 
anything to reduce the likelihood or impact.

Likelihood The probability that an identified risk will occur.

Mitigation An action or measure that reduces a risk either by 
lowering its likelihood or by reducing the impact should 
the risk occur (or both).

Objective Something that the Council plans to do or achieve.



Term Description
Operational risk Risks associated with day to day business activities and 

the chance of loss arising from inadequate processes or 
systems.

Residual risk The evaluated level of risk that remains after actions or 
measures have been implemented to reduce the risk’s 
likelihood and impact.

Risk The chance of something happening that will have an 
impact on the Council achieving its objectives and 
vision. The risk associated with an opportunity. It is 
measured in terms of likelihood and impact.

Risk appetite The level of risk that the Council is prepared to accept, 
tolerate or be exposed to when considering action or 
opportunities to be taken.

Risk assessment The process of analysing and evaluating a risk’s 
likelihood and impact. Can also be used to assess the 
risks associated with pursuing an opportunity.

Governance/Risk 
champion

The directorate representative on Governance Group 
and co-ordinates risk and opportunity management 
activity within their directorate.

Risk management The culture, processes and structures directed towards 
the effective management of risks to an organisation’s 
success and potential opportunities.

Risk management 
framework

A corporate and systematic policy and strategy process 
for carrying out risk and opportunity management 
across the Council.

Governance Group 
(Appendix 2)

An officer group dealing with key governance areas 
including risk, performance, business continuity which is 
chaired by the Executive Director for Corporate 
Services and consisting of representatives from each 
directorate and from support services in Corporate 
Services e.g. Audit and Risk.

Risk owner The officer who has overall responsibility for ensuring a 
risk is effectively managed and who has the authority to 
ensure appropriate action is taken.

Risk profile A detailed assessment of the risk including the 
description of the risk, the inherent and residual score, 
the existing mitigation measures and planned 
measures.



Term Description
Risk reduction The selection of appropriate measures to reduce the 

likelihood or impact (or both) of a risk occurring.

Risk register A listing of all identified risks relating to an organisation 
or a project or a directorate or an activity.

Risk transfer Shifting of responsibility for all or part of the risk to 
another organisation, section or person. Risk can also 
be transferred by insurance, legislation or contract.

Risk treatment Selection of appropriate options for dealing with a risk.

Stakeholder Any individual or organisation that could affect or be 
affected by a risk, decision or action.

Strategic (or corporate) 
risk

Risks associated with the Council’s success regarding 
the achievement of its overall aims and vision. 



APPENDIX 2 – SUGGESTED TERMS OF REFERENCE FOR GOVERNANCE 
GROUP

1. To support the Council’s overall approach to embedding effective governance 
including risk management, performance management and business 
continuity.

2. To monitor the adequacy of governance processes undertaken by 
directorates and services and to highlight issues to the Executive Leadership 
Team.

3. To review the Council’s assurance map and address any gaps in assurance.

4. To examine and comment on the risk management process and current risks 
and to support and challenge directorates in the management of risk and 
governance within their services.

5. To examine and comment on business continuity plans and disseminate good 
practice in business continuity across the Council.

6. To discuss performance related issues, particularly those areas where targets 
are not being achieved and to support colleagues in identifying remedial 
action.

7. To consider lessons learned as a result of risks that have materialised, 
incidents or emergencies that have occurred.

8. To consider where training and awareness is required to officers on 
governance related topics.

9. To monitor progress to implement outstanding internal audit and health and 
safety audit actions and escalate significant issues to the Executive 
Leadership Team.

10.To discuss emerging risks and governance issues and to task nominated 
representatives (governance champions) to provide clarification and 
information.

11.To review the Council’s Annual Governance Statement to ensure it accurately 
reflects Council practice and identify remedial action.

Suggested Membership: Executive Director (Corporate Services) as Chair with 
senior representatives from IT, People, Policy and Performance.  Representation 
from Audit and Risk, Legal and Finance as required.  Each Directorate to nominate a 
Governance Champion who should be at a senior level in their directorate and able 
to take decisions or influence decision making. Each Champion should have a good 



working knowledge of the services, risks and opportunities within their directorate 
and proactively communicate the value of good governance to their directorate.

Group is accountable to the Executive Leadership Team.

Meetings to be held quarterly and all group members entitled to add agenda items. 
Agendas and papers to be circulated three working days before meeting. The 
meeting is officer only and therefore not open to press or public.



APPENDIX 3 – BENEFITS OF EFFECTIVE RISK MANAGEMENT



APPENDIX 4 – RISK PROFILE TEMPLATE

Risk Reference Audit and Risk who will allocate a ref. when a copy of the profile is passed to them.

Risk Title Short title that summarises the risk e.g. Non-Compliance with Health and Safety Controls

Risk Description The risk description should clearly state the issue, why it exists, what could happen and what the impact would be. 
For example:
If the Council fails to ensure compliance with the health and safety control framework, there could be a major accident resulting in 
harm to individuals which in turn could result in legal action, reputational damage, and financial loss.

Register Level e.g. Corporate Services

Section e.g. Audit & Risk

Risk Owner e.g. Jan Bakewell, Director of Legal & Governance

Responsible Officers e.g. Helen Fowler, Interim Head of Audit & Risk

Risk Status i.e. Public or Private – does the profile and its detail need to be kept from the public domain for security reasons e.g. cyber security 
where the Council would not wish to share detail of all its controls.

Risk Theme This should link to one of the Council values.

Links to Associated 
Risks

State the ref. or name of other relevant organisation risks and partnership risks e.g. Merseyside Community Risk Register

Risk Categories i.e. operational/reputational/political/economic/environmental/legislation

Existing Control Measures
Control 1 Each control should already exist and be in use.  Each control should have an actual impact on managing the stated risk. Example 

in this case – Health and Safety Policy Framework

Control 2



Control 3
Control 4
Control 5

Residual Risk Score
Likelihood Impact Total Score
Enter score Enter score Enter total likelihood by impact

Target Score
Likelihood Impact Total Score

Enter score of where you want to be Enter score of where you want to be Total likelihood by impact
Planned Control Measures to Achieve Target Score

Planned Controls Target Date Progress
Please enter the controls/measures you plan to 

implement to achieve the target risk score
Please enter an expected date by which the 
measure should have been implemented.

Please state whether the action has been 
completed and/or progress to deliver

As above As above As above
As above As above As above
As above As above As above
As above As above As above

Overall Comment on Risk

This should be an overall summary from either the risk owner or the responsible officer which states how well this risk is being managed and any issues to 
be highlighted, resources required etc.

Date of Review The date this profile was last reviewed.

Sources of Assurance This should include details of any recent inspections, audits, peer reviews that relate to the risk – please state who carried out the 
audit, the outcome and the frequency of inspection.



Audit & Risk 
Comments

Audit and Risk comments on changes to the profiles, dates etc.

Insurance Comments The profile should be passed to Insurance for their comments on whether any or part of the risk is or can be mitigated by 
insurance cover.



APPENDIX 5 – RISK MANAGEMENT GOVERNANCE STRUCTURE

Support Functions

• Internal Audit
• Health & SafetyAudit & Risk

• Advice on risk cover
Insurance

• Officer working 
group Governance 

Group

• Officer working 
group

IT Policy & 
Regulation 

Group

Executive Leadership Team

DMTs

SLTs/Managers

Employees/other 
stakeholders

Audit & Governance Committee

H&S Forum

Portfolio Holders

Cabinet 

Employees/Other Stakeholders


